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Establishing a trusted global framework for cyber threat intelligence (CTI) sharing is essential
to collective cyber resilience, deterrence, and defense. The lack of a global framework for CTI
sharing hampers timely prevention of, and response to, cyberattacks. Governments, allies, and
the private sector must collaborate across borders to establish secure, standardized, and legally
compliant mechanisms for CTI exchange. Policy disparities and resistance to change remain
key obstacles. This article examines essential elements of effective CTI sharing—data security
with validation, anonymization, and authorization— and proposes trust-based practices that can
be implemented within existing legal frameworks. As cyber threats grow in sophistication and
complexity, routine, responsible CTI sharing must become a global norm. International and U.S.
law permit such cooperation, enabling nations and organizations to enhance resilience, protect
critical infrastructure, and strengthen collective defense. Transparent, trusted sharing not only
improves cyber readiness but also projects power by enabling allies to deter adversaries and deny
them the element of surprise.
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INTRODUCTION

In 2025, the global strategic landscape is constantly transforming, characterized by shifting
international alliances, emerging and cooling conflicts, and changes in U.S. leadership ex-
pectations and policies. As the U.S. Department of War (DoW) focuses on its core warfighting
mission, its ability to project power globally has become critically dependent on the successful
cyber defense of critical infrastructure at the civil-military seam. This critical defensive mis-
sion falls largely to civilian agencies, the private sector, and international partners, making
their collective resilience a critical component of national power. To meet these demands, the
U.S. and its treaty allies, along with close security partners in Europe and the Indo-Pacific,
should advocate for a clear, legal, and workable blueprint for CTI sharing.

In the United States, the National Institute of Standards and Technology (NIST) Special
Publication (SP) 800-150, Guide to Cyber Threat Information Sharing, is the standard that defines
CTI (cyber threat information) and its associated concepts. It defines CTT as “any information
that can help an organization identify, assess, monitor, and respond to cyber threats. [CTI]
includes indicators of compromise; tactics, techniques, and procedures [TTPs] used by threat
actors; suggested actions to detect, contain, or prevent attacks; and the findings from the
analyses of incidents” (NIST 2016, ii). NIST SP 800-150 provides foundational guidelines for
organizations to establish goals, develop rules, and effectively participate in CTI sharing
communities. NIST SP 800-61r3, Incident Response Recommendations and Considerations for
Cybersecurity Risk Management, later adapted the definition of CTI (cyber threat intelligence)
to refer to “threat information that has been aggregated, transformed, analyzed, interpreted,
or enriched to provide the necessary context for decision-making processes” (NIST 2025). For
the purposes of this paper, CTI refers to the actionable knowledge derived from collecting
and analyzing threat data, which provides the necessary context for an organization to
make informed decisions to predict, prevent, and mitigate cyberattacks. CTI for purposes
of this article does not include traditional intelligence, such as human intelligence or signal
intelligence, for which their intelligence is under the ownership, control, and direction of the
respective nation-state government.

NIST SP 800-160 Volume 2, Developing Cyber-Resilient Systems: A Systems Security Engineering
Approach defines cyber resilience as the ability to maintain required capability in the face of
adversity (NIST 2021, 65). As such, based upon the ability and need to maintain a certain level
of defensive posture, one could view resilience as a dynamic state (Guttieri 2025). Similarly,
coordinated CTI sharing is a practice intended to deter adversaries, demonstrate readiness
through allied joint responses, and shape the cyber environment by denying attackers the
element of surprise.

This article asserts that by understanding and simplifying legal frameworks, diminishing
fear, and fostering trusted CTI sharing mechanisms, nations and industries can overcome
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political and operational barriers to cyber defense collaboration. Effective CTI sharing di-
rectly enhances cyber resilience and enables power projection in the classic sense — assured
movement from fort to port to theatre — by ensuring the availability, trustworthiness, and syn-
chronization of digital systems that run rail, air; and sea lift, terminals, pipelines, distribution
nodes, and weapons systems.

The article begins with a discussion of the need for CTI sharing and introduces prevalent
frameworks, and then proceeds in parts. First, it defines the legal and policy mandates
shaping CTI sharing in the United States and the European Union, while acknowledging areas
of uncertainty. Second, it addresses implementation, focusing on data security and validation,
anonymization, and authorization. Third, it evaluates structural and practical challenges to
implementation. The article concludes by reaffirming the strategic necessity of CTI sharing
for resilience and power projection.

THE NEED FOR CTI SHARING

Effective cyber defense requires shared situational awareness across the entire digital ecosys-
tem, a state unachievable by any single entity operating in isolation. CTI sharing creates this
collective understanding by disseminating critical digital artifacts, such as IoCs and adversary
TTPs, that inform stakeholders on what to look for and what defensive measures to implement.
Early dissemination of CTI is paramount, as it allows defenders to proactively address threats
before they can fully materialize, transforming one organization’s detection into another’s
prevention. This proactive, collaborative posture is especially vital for protecting critical
infrastructure, where the consequences of a successful attack can cascade across society,
impacting everything from financial stability to public safety.

From a military perspective, when allies and industry effectively share CTI, mission com-
manders are better able to keep to schedules, reduce friction at strategic mobility nodes, and
avoid cascading delays. In other words, they can deliver the right forces, equipment, and
munitions to the fight on time. Failure not only reduces resilience and ability to project power
but also risks mission accomplishment and endangers the warfighter.

Allied states and their industries operate under different statutory and regulatory frame-
works, complicating cross-border and public-private CTI exchange. As a general rule, practi-
tioners appreciate the clarity in rules and trusted processes, as expectations are stated upfront
(Washington State Department of Licensing v. Cougar Den, Inc. 2019). Clear expectations and
clear consequences for not meeting expectations can therefore improve the overall effec-
tiveness of CTI sharing (Feinman 2014, 527-529). Establishing CTI sharing functions in an
organization requires an abundance of resources, including highly skilled practitioners and
trained professionals (Berndt and Ophoff 2020).
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Entities Coordinating CTI Sharing

In the U.S., non-profit Information Sharing and Analysis Centers (ISACs) have been established
as member-driven organizations to facilitate CTT sharing within specific critical infrastructure
sectors and sub-sectors. The National Council of ISACs was formed in 2003 and currently
coordinates between 28 sector-specific ISACs. The Council strives to maximize the flow of
information between owners and operators of private-sector critical infrastructure, as well as
with the government. ISACs help protect facilities, personnel and customers from cyber and
physical security threats and other hazards by maintaining situational awareness throughout
the sector (National Council of ISACs 2025). The European counterpart is a government-
appointed multi-national non-governmental organization (NGO) called Connect2Trust, which
facilitates CTI sharing between governmental and private sources. Thus, on both continents,
an intermediary acts as a broker and organizer of CTI sharing and disclosure processes. The
utility and effectiveness of the structure, operation, and development of ISACs are the subject
of ongoing research (Buckley et al. 2024).

CTI Sharing in Action

Although ISACs and NGOs had been established to provide valuable services, cyber events
such as NotPetya in 2017 and SolarWinds in 2020 exposed their limitations. They highlighted
the need for smaller, more agile trust communities that operate without a third-party interme-
diary. Such groups, built on carefully vetted membership, could share real-time information
on adversary tactics, trends, and actors with greater agility. The NotPetya and SolarWwinds
incidents illustrate how delays in detection and disclosure allowed adversaries to amplify
damage across industries and borders.

NotPetya initially targeted Ukrainian systems before cascading worldwide, demonstrating
the need for international CTI dissemination to manage crises. Early indicators of malware
release and spread were available, but the lack of timely cross-border exchange further
exposed multinational companies such as Maersk and FedEx, which sustained billions of
dollars in damages. The total global damage from NotPetya is estimated at more than $10
billion (Greenberg 2018). Furthermore, it was reported that the National Security Agency
(NSA) was aware for five years that security breaches had released the EternalBlue hacking
tool that Russian hackers employed on NotPetya, but had not shared the information globally
or with Microsoft, the company most directly affected (Nakashima and Timberg 2017).

In the 2020 SolarWinds compromise, the Russian Foreign Intelligence Service (SVR) cor-
rupted a routine and trusted Orion software update to create a backdoor for their espionage.
The compromise affected roughly 18,000 Orion customers, including numerous governments
and commercial enterprises. Slow detection and uneven disclosure across sectors allowed
the campaign to persist for months, suggesting that more agile and trusted CTI sharing might
have reduced its impact (Bueno 2021). The U.S. Government Accountability Office (GAO)
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cited federal agencies’ technical and bureaucratic information-sharing restrictions, lack of
a centralized forum for communication, and limited evidence collection as having led to
undesirable outcomes in the SolarWinds response (GAO 2022).

Although it found fault with many aspects of the SolarWinds response, the GAO also noted
some ways in which CTI was effective in that case. Where there was cooperation, the GAO
found that federal agencies more quickly identified the scale of the incident and were able
to provide increased access to patching. The collective response also provided a valuable
opportunity for the government and the private sector to build mutual trust in a critical
moment (33-34).

The response to global disruptions caused by the Emotet and Trickbot botnet campaigns
are two examples of effective international responses enabled by CTI sharing. The take down
of the Emotet botnet in 2021 was the result of a coordinated, years-long multinational effort
(Department of Justice 2021). European Union (EU) agencies Europol (for law enforcement
cooperation), Eurojust (for criminal justice cooperation), and UK’s National Crime Agency
facilitated the sharing of technical indicators, including server locations, IP addresses of
infected hosts, and malware update routines. This information enabled multiple countries
to coordinate legal and technical actions in real time, playing a key role in taking down the
global botnet. Without cross-border CTI and judicial cooperation, Emotet would likely have
persisted (Bisson 2021). Its takedown is often cited as a model for future international cyber
operations (Europol 2021).

In the months leading up to the 2020 U.S. elections, United States Cyber Command and indus-
try partners disrupted one of the world’s largest botnets, TrickBot, from attacking American
targets. The disruption was not just a crime-fighting action but also a matter of national secu-
rity (Vavra 2020). The U.S. Department of the Treasury (2023) identified TrickBot’s alignment
with Russian objectives and members’ ties to the Russian SVR. The botnet’s command and
control (C2) servers were distributed across multiple countries. Legal orders were obtained in
several jurisdictions instructing internet service providers (ISPs) to cut off communications
and block access to the content on the botnet’s servers. Microsoft’s Digital Crimes Unit led the
takedown in coordination with industry partners (ESET, Symantec, the Financial Services
ISAC, ISPs, telecom providers) and governmental entities, including cybersecurity emergency
response teams (CERTs) and law enforcement. Intelligence sharing was critical; partners
exchanged C2 server IP addresses, domains, malware samples, infected host telemetry, and
actor TTPs (Microsoft Threat Intelligence 2020). Microsoft used this intelligence to obtain a
U.S. court order, which allowed the lawful seizure of TrickBot infrastructure inside the United
States. At the same time, global partners synchronized sink-holing, server takedowns, and
domain blocking actions abroad.

Highlighted by these examples, real-time sharing of intelligence, tactics, trends, and known
adversarial actors in cyber defense is necessary to stay ahead of cyber adversaries. National
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security and economic security are bolstered by solidified multinational cross-sector collabo-
ration within established trust communities (Europol 2021).

LEGAL AND POLICY MANDATES

As countries and partners aspire to share CTI, it is crucial to consider the common denomina-
tors of international frameworks and the legal standards they must meet. Partners and trusted
circles that share CTI must adhere to these frameworks and standards to ensure compliance
with international law. This section surveys U.S. and EU legal instruments most relevant
to CTI sharing; it does not attempt a comprehensive global survey. Where appropriate, it
notes implications for close allies in other regions. The author has found nothing in U.S. and
international law that prohibits CTI sharing. There are minimum standards and expectations
for sharing CTI established by the initiatives and mandates described in the following sections.

European Union

The EU’s approach to CTI sharing is built upon a triad of key regulations. The NIS2 Directive
mandates a standard level of cybersecurity across critical sectors. It facilitates voluntary
threat information exchange, while the Digital Operational Resilience Act (DORA) provides a
more specific framework to ensure the operational continuity of the financial industry. Both
of these frameworks operate under the strict data privacy requirements of the General Data
Protection Regulation (GDPR), which governs the lawful processing of any CTI that contains
personal data.

EU Directive 2022/2555, known as the NIS2 Directive (Network and Information Systems),
establishes a unified legal framework to enhance cybersecurity in 18 critical sectors across
the EU. It also calls on member states to implement national cybersecurity strategies and
collaborate with the EU for cross-border reaction and enforcement (European Commission
2025). Compared to its predecessor, the NIS2 Directive expands the scope of ‘essential’ and
‘important’ entities. It strengthens incident-reporting obligations for these entities, which
enhances CTI sharing by establishing timelines for early warnings and incident notifications.
The EU Agency for Cybersecurity (ENISA) supports the implementation of NIS2 as part of its
mandate and work program (European Union Agency for Cybersecurity 2023). NIS2 incidents
reported by one sector of essential services can be a valuable source of threat intelligence for
others (European Commission 2025).

DORA is a regulation introduced by the EU to harmonize and strengthen the digital re-
silience of information and communications technologies (ICT) supporting the financial sector.
An EU regulation is directly applicable law across all EU member states, and it went into effect
in January 2025 (EU DORA 2023). For the financial industry, DORA acts as a sector-specific law
that takes precedence over the more general NIS2 Directive. The regulation establishes a com-
prehensive framework built on five key pillars: ICT risk management, incident management
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and reporting, digital operational resilience testing, ICT third-party risk management, and
information sharing arrangements. DORA explicitly encourages financial entities to establish
arrangements to voluntarily exchange CTI to bolster collective resilience (EU DORA 2023).
Given that banking security is critical to market confidence and the daily operation of the
economy, sanctioned CTI sharing is vital for proactive defense and operational continuity.

GDPR establishes uniform data-protection standards across the EU and sets conditions for
lawful processing and cross-border transfers, controlled by the individual member states
(European Union 2018). As of May 25th, 2018, individual data privacy is a fundamental right in
all EU member states. GDPR’s harmonized rules give organizations legal certainty about how to
share and give individuals control of their data through enforceable rights. The GDPR contains
173 detailed recitals that explain the purpose, context, and intent, and 99 binding, enforceable
articles, or rules. Although transfers within the European Economic Area (EEA), consisting of
the EU plus Iceland, Liechtenstein, and Norway, are treated as domestic, transfers from the
EEA to non-EEA countries require a valid international transfer mechanism. These include
Standard Contractual Clauses (SCCs)—the EU’s model data-protection clauses—accompanied
by transfer impact assessments and supplementary measures such as strong encryption with
EU-held keys.

Sharing is GDPR-compliant when the processing has a lawful basis, respects purpose
limitation and data minimization, and applies appropriate security. Thus, CTI sharing should
be structured to reduce or avoid the inclusion of protected personal data. For example, in
the author’s experience, reports can pseudonymize user identifiers by hashing emails or
hostnames, or by aggregating event details. Instead of raw log lines detailing specific IPs,
user identifiers, or exact timestamps, CTI reports might summarize using an Autonomous
System Number (ASN) to identify a network on the internet (such as a cloud provider) and
then summarize activity per hour.

United States

The United States CTI sharing regime is anchored by the Cybersecurity Information Sharing
Act of 2015, referred to as CISA 2015, which provides liability protections to encourage
voluntary, bidirectional threat intelligence exchange between the private sector and the
government (De et al. 2025). This framework is operationally managed by the Cybersecurity
and Infrastructure Security Agency (CISA) within the U.S. Department of Homeland Security.
This incentive-based system is underpinned by foundational standards from NIST, whose
frameworks guide organizational security practices. For sectors like the Defense Industrial
Base (DIB), participation is further structured by mandatory compliance programs such as
the Cybersecurity Maturity Model Certification (CMMC), which verifies that contractors meet
the required NIST standards to protect sensitive government information.

VOL. 10, NO. 2 (2025) | 105



Toward a Global Framework for Cyber Threat Intelligence Sharing

The U.S. government encourages industry to share both information and threat data to
enhance resilience and preparedness (National Security Agency 2023). The former Director
of NSA, General Paul Nakasone, stated at page 5 of the 2023 Report: “Our intelligence and
cybersecurity relationships with our allies and partners are a strategic asset that will increas-
ingly factor into our competition with our rivals, especially in technological competition.”
NSA increasingly advocates for public-private partnerships.

CISA operates voluntary no-cost programs that facilitate near real-time sharing through
its Automated Indicator Sharing (AIS) platform. CISA also provides liability protections that
encourage industry partners to share actionable CTI with the government in ways that protect
sources and methods (De et al. 2025). CISA’s liability protection for industry partners’ sharing
CTI with the government includes an immunity provision. This provision is recommended for
consideration by all trusted partners and their home countries to facilitate sharing without
fear, provided certain parameters are met.

U.S. DoW’s CMMC 2.0 is a tiered cybersecurity program for defense contractors (Department
of Defense Chief Information Officer). CMMC 2.0 maps required practices to the NIST security
control families, which are categories of related security requirements, including access
control, incident response, and system and information integrity. These obligations shape
how contractors collect, store, share, and retain sensitive cyber data (Department of Defense
Chief Information Officer; NIST 2016). The DoW Chief Information Office (CIO) requires
its vendor base to satisfy CMMC 2.0 requirements within a defined timeline in order to
conduct defense business with the Dow. This CMMC 2.0 certification dictates how Controlled
Unclassified Information (CUI) and Federal Contract Information (FCI) must be managed and
defines requirements for how it can be shared. Under CMMC 2.0, handling data of higher
sensitivity and classification triggers increasingly rigorous standards. The levels range from 1
to 3, with level 3 being the most strenuous in terms of achieving and sustaining the security
of the DIB (Department of Defense Chief Information Officer). The CMMC 2.0 requirements
align with NIST compliance standards and frameworks, which aid in both alignment and
assurance of compliance in storing, handling, and sharing of data (NIST 2016).

Implications of the Transatlantic Divide

While both the U.S. and EU frameworks aim to enhance collective cyber defense through the
voluntary exchange of CTI, they are built on fundamentally different philosophies. The U.S.
model is incentive-based, using the liability shields in CISA 2015 to remove legal barriers and
encourage market-driven, public-private collaboration. Contrast this to the EU philosophy
which employs a regulatory, top-down approach through the NIS2 Directive, which includes
cybersecurity mandates for critical entities to create a trusted, harmonized ecosystem where
structured, voluntary sharing can occur. This distinction reflects the differences between the
U.S. and EU approaches.
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The Center for Strategic and International Studies (CSIC) published an article, “U.S-EU Tech
Tensions: Escalation or Diffusion?”, characterizing the differences in cultural attitudes toward
technology regulation:

The European Union governs primarily through the precautionary principle, which
is the idea that technologies should not be deployed until proven safe for public use.
The United States, on the other hand, has pursued an approach more closely aligned
with the “move fast and break things” ethos, wherein technology is deployed and
then regulated later if deemed harmful (CSIS 2025).

This fundamental divergence in international CTI frameworks is a microcosm of a broader
transatlantic divide over the regulation of modern digital technology. This systemic friction
impedes global cooperation. The EU’s precautionary, ex-ante approach, which seeks to regulate
technologies like artificial intelligence (AI) and protect intellectual property before widespread
harm can occur, clashes with the U.S.’s more ex-post, market-driven model that prioritizes
innovation and addresses harms after they arise. This conflict is playing out as a form of
economic warfare, characterized by threats of retaliatory tariffs and competing standards
for critical technologies like semiconductors. Thus, U.S. digital technology export controls
create highly dynamic and complex geopolitical dilemmas that complicate CTI sharing. This
regulatory battleground extends directly into the Indo-Pacific, where key allies are forced
to navigate between the competing U.S. and EU models, further fragmenting the digital
ecosystem and creating legal and technical barriers that prevent the seamless, trusted CTI
exchange necessary for a truly effective global defense.

Lastly, mutual interest enhances collective cyber defenses, economic security, and national
security of all partners, especially with allies. According to The Tallinn Manual on the In-
ternational Law Applicable to Cyber Warfare, Rule 5 specifies that nation-states cannot use
their cyber infrastructure in a manner that will produce adverse consequences to another
nation-state (Schmitt 2013, 11-12), and it follows that partners in a trusted community should
likewise not seek to harm a partner’s infrastructure or reputation.

ENHANCING INTERNATIONAL CTI SHARING AND COORDINATION

Enhancing international CTI sharing and coordination will require more than navigating
these complex geopolitical dilemmas and disparate regulatory frameworks; other tensions
must also be addressed—for example, between GDPR data-minimization requirements and
some U.S. sharing practices, and between differing breach-notification timelines. These fric-
tions can be mitigated through technical and procedural safeguards such as anonymization,
pseudonymization, role-based access, and clear purpose limitations documented in a sharing
agreement (NIST 2016). Entities operating critical infrastructure or supporting national secu-
rity should structure CTI exchange around a set of common principles, including establishing
a lawful basis to process and share, data minimization and anonymization, ensuring secure
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transfer and storage, defining clear decision rights and accountability mechanisms, and
consulting local counsel for outlier jurisdictions.

The Journal of Cybersecurity recently published an article promoting research on CTI sharing.
The authors, Abraham, Bélanger, and Daultrey (2025), observed that the "unique nature of
CTIL, where the fusion of raw threat data with human insight [occurs], distinguishes itself
from other forms of information exchange, complicating traditional models of data sharing".

Key Pillars for International CTI Agreement Implementation

Successful implementation of international CTI sharing will require three key ingredients:
data security and validation, anonymization, and authorization to maintain and share. These
key pillars of implementation are derived from the author’s experience as a deputy CISO and
CEOQ, and the sharing of CTI best practices for an effective program.

Data Security with Validation. All participating entities must demonstrate a clear commitment
to maintaining the integrity and accuracy of shared data. Such due diligence is essential to
prevent false positives and reduce alert fatigue within cybersecurity operations. Prior to
dissemination, contributors should conduct fundamental validation checks to ensure data
reliability. This due diligence includes confirming that indicators are current and functioning
correctly (for example, verifying that a detection rule triggers an alert in a controlled envi-
ronment); ensuring that the observed activity is corroborated across multiple data sources
(such as device logs, network logs, and centralized logging systems); verifying that traffic from
shared gateways is not being double-counted; and confirming that timestamps are properly
synchronized and aligned across all sources.

Anonymization. Masking sensitive data that companies and individuals want to keep se-
cret and that cannot be traced to the original source is key. Trusted partners must agree to
anonymization unless exigent circumstances exist. The exceptions and exigent circumstances
should include definitions and scenarios, along with collaborative processes for swift res-
olution. Emergencies evolve quickly. One challenge of anonymization is that the affected
entity or victim can still be identified in high-profile incidences or breaches. This has been
confirmed to the author by the Federal Bureau of Investigation. This risk remains even if all
parties adhere to anonymization protocols. This risk has been confirmed to the author by
Connect2Trust, an official public-private information sharing entity in the Netherlands. An-
other concern for effective anonymization is attribution. Members of the trusted community
should agree, in addition to not sharing anonymized data, that they will similarly not disclose
attribution without explicit permission. Likewise, issues related to disclosure outside of the
trusted community are lessons learned from the author, FBI, and Connect2Trust.
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To ensure consistent and legally sound coordination, participating entities should establish
clear decision rights, specifying which legal determinations fall within their authority and
under what conditions a quorum is required. In addition, organizations should define escala-
tion paths and notification timelines governing when and how CTI may be shared beyond
the trusted community. Establishing these protocols in advance helps prevent uncertainty
and delays during time-critical events. The incorporation of pre-built decision trees further
enhances responsiveness by enabling automated or semi-automated decision-making in
complex situations. As noted in recent research by BytePlus (2025), automating decision
processes through decision trees and other Al-driven mechanisms has become “an essential
component of modern cybersecurity strategy,” allowing security teams to maintain agility
and outpace malicious actors in an evolving threat environment.

Authorization. Authorization is a key tenet in privacy law and regulation. Each member must
have explicit authorization to possess and disseminate the CTI under applicable law and
contracts. Authority may be either blanket (standing authorization under the charter) or
case-specific (per-incident approvals). Government entities, which are often bound by records
and classification rules, must be distinguished from private firms, which are alternatively
bound by contract, privacy, and procurement law. Secondly, each member needs to explicitly
authorize or not authorize the trust community to reveal details of any incident. Having clear
roles and boundaries will ensure the community is self-regulated and behaves as expected,
thereby sustaining trust. The trusted community agreement will include non-disclosure
agreements and should also provide detailed elaboration on authorization. For example, in
the United States, under HIPAA, an entity must obtain the individual’s written authorization
for any use or disclosure of protected health information that is not for treatment, payment,
or health care operations. Strict handling rules apply to access and authorization, as well
as strict prohibitions on sharing beyond consent provided (U.S. Department of Health and
Human Services 2025).

Practical Considerations

Moving from theoretical frameworks to operational reality requires addressing a series
of practical considerations to build durable and effective CTI sharing communities. This
involves proactively establishing clear agreements that define the scope and membership
of the trusted community, creating the necessary legal and financial incentives to foster
sustained collaboration, and formalizing processes for handling sensitive information. These
foundational steps are essential for building the trust and operational agility required to
outpace modern cyber threats.

Agreement upfront. Holistic agreements should be developed in advance to align the interests
of the trusted partners. These agreements may be scoped for a sector or location or tailored
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to address the unique needs of more complex organizations. The shared functionality of the
trusted community matters, so narrowing the scope of partners and data types will streamline
CTI sharing and increase timeliness and efficacy. Businesses with the largest market share,
and thus utmost cyber risk, will benefit because cyber criminals tend to focus on businesses
with the same or similar services and thus target and repeat tactics. The trusted partners
will benefit, as will the overall resilience of the entire sector increase. For example, the
Office of the Director of National Intelligence confirmed in 2024 that Iran-affiliated criminals
and pro-Russia cyber actors gained access to and manipulated critical US industrial control
systems (ICS) in the food and agriculture, healthcare, and water and wastewater sectors in late
2023 and 2024. These attacks highlight sector-focused malicious attacks (Director of National
Intelligence 2024).

Organizations that cover multiple geographies (countries, provinces, or otherwise) or
span multiple sectors may desire to establish and participate in cross-geographical or cross-
sector CTI-sharing organizations and sharing agreements. According to Connect2Trust of the
Netherlands, a proposal is circulating in the EU to consider these sorts of partnerships for
‘organizationally complex’ businesses. This CTI trusted community could, if desired, partner
with non-profits, NGOs, or governmental entities. The trusted community could act as one
“entity” in sharing. Single-entry of CTI for complex organizations will help avoid the additional
work of deduplication and promote expediency and clarity. This is not yet on the radar in the
United States. However, there may be an appetite as global harmonization is a long-term goal
for many stakeholders in the CTI sharing ecosystem.

State secrets. A universal agreement among trusted partners should include provisions for
handling state secrets or information related to national security that may be uncovered
during CTI sharing, if the parties anticipate this challenge based on the sensitivity and criti-
cality of the business. While challenging, this information would need to be submitted to the
appropriate government authority for oversight as the privilege permits the government to
withhold information from disclosure when its release would jeopardize national security
interests such as implicating classified operations or intelligence sources (Cassman 2015).
In the context of CTI sharing, the doctrine presents both a safeguard and a constraint: it
protects sensitive methods and data from exposure yet can also inhibit the transparency and
collaboration essential to building collective cyber resilience. Balancing the protection of state
secrets with the need for trusted cross-sector CTI exchange remains a critical policy and legal
challenge. Establishing clear guidelines for declassification, anonymization, and authorized
sharing can help reconcile national security imperatives with the broader goal of global cyber
defense.
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Aligned incentives and immunity protection. Private companies should be encouraged to share
CTI with incentives that increase their willingness to collaborate. Companies would be com-
pensated through tax credits, benefits, or other forms of compensation deemed appropriate.
Without market incentives, the private sector will see less investment in CTI sharing, weaken-
ing its effectiveness. The importance of incentives were discussed decades ago in a hearing of
the United States House Select Committee on Homeland Security:

In homeland security, private markets do not automatically produce the best result.
We must therefore alter the structure of incentives so that market forces are directed
toward reducing the costs of providing a given level of security for the nation, instead
of providing a lower level of security than is warranted. Given the significance of
the private sector in homeland security settings, structuring incentives properly is
critical (Orszag 2003).

Creating incentives for cross-border CTI sharing is a greater challenge. One idea is for
governments to provide tax incentives to organizations for sharing CTI within sanctioned
operational trusted communities. Trusted partner agreements should provide legal immunity
if certain approvals can be given. Further, encouraging companies to share more effectively
and legally will be seen as an added protection measure. More exploration and research are
needed so that the most effective incentive structures can be defined, evaluated, and achieved
through strategy, diplomacy, and advocacy.

Based on the author’s direct experience, it is critical that participation is agreed to in
advance. Tightly held, smaller, and highly trusted partner arrangements are likely to be most
effective. Trust between people is the key ingredient in life (Science News Today 2025). A
tightly woven trust community may not need intermediary brokers, the absence of which
may, in some cases, increase agility, effectiveness, sustained trust, and consistent sharing.

CONCLUSION

Establishing a robust framework for CTI sharing is no longer optional—it is a strategic ne-
cessity as adversaries grow more sophisticated and persistent. Nations and organizations
that prioritize structured, lawful CTT exchanges strengthen collective defense, enhance the
security of global commerce, and reinforce national resilience. Existing international and
domestic legal frameworks provide a foundation for cooperation rather than a barrier, though
occasional restrictions on the disclosure of certain vulnerabilities must be addressed through
policy refinement. With appropriate safeguards for data protection, anonymity, and account-
ability, both public and private entities can leverage CTI sharing to mitigate risks and improve
situational awareness across sectors.

Trusted, authorized partners must institutionalize these mechanisms to protect critical
infrastructure and economic stability. As the digital battlespace continues to evolve, proactive,
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transparent, and trust-based CTI sharing remains central to deterring adversaries, safeguard-
ing the global digital ecosystem, and projecting credible cyber power. Future policy efforts
should focus on harmonizing cross-border CTI governance, while research should explore
operational models that translate trust and accountability into sustained, multinational col-
laboration.
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