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HOW DR. DIANE M JANOSEK, JD, CISSP, AN AWARD-WINNING INTERNATIONAL CYBERSECURITY LEADER, IS INSPIRING THE NEXT GENERATION 

TO EMBRACE THE CYBERSECURITY PROFESSION, CREATE THEIR OWN FUTURE, AND PROTECT DIGITAL FREEDOM. A TRUE ROLE MODEL FOR ALL!
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Confidence Staveley - Nigeria
Cybersecurity Women Supporter

Lucy Bridget Ackerman - USA
Cybersecurity Woman "Raising Star"

Dr. Elisa Costante- Netherlands 
Cybersecurity Woman Influencer

Lynn Dohm- USA
People's Choice Award

Courtney H. Jackson - USA
Cybersecurity Woman Entrepeneur

SimbiatSadiq - Nigeria
Cybersecurity Woman Volunteer

Elizabeth Wharton, JD  - USA
Cybersecurity or Privacy Woman Law Professional

Dr.Alina Matyukhina- Switzerland
Cybersecurity Woman "Globetrotter"

Dr. Ana Ferreira - Portugal
Cybersecurity Woman "Barrier Breaker"

Gabrielle Botbol- Canada
Cybersecurity Woman Hacker

Jessica Gottsleben- USA
Cybersecurity Woman Leader

Awards 2022
L a s  V e g a s  - N e v a d a  - U S A
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Cybersecur i t yis a complex sys tem that incorporatesa res i l ience-

focused approach towards in ternet-exposed sof tware & cr i t ica l

in f ras t ructures to ru le out ex is t ing and potent ia l vu lnerabi l i t ies

that may af fect companies, cus tomers, and re levant

s takeholders. However, regu la tor y compl iance takes no less

considerat ion than cyber threats in the business env i ronment.

The path to protec t ing cr i t ica l in f rast ruc ture f rom cyberat tack

may l ie not through new technology, but through a bet ter

understand ingand shapingof incent ives.

Secur ing cr i t ica l in f rast ruc ture f rom cybera t tacks takes more

than defend ing cr i t ica l in f ras t ructure assets. I t requ i res an

understand ing of the incent ives of a l l those stakeholders and

then shaping them. Bus iness responsib i l i t y to commi t to the

industr y- s tandard contro ls might o f ten be mis in terpre ted as an

imposed obl iga t ion tha t car r ies inconvenience, s t ruggle, and

f inancia l expenses. Even though it®san overwhelming top ic,

compl iant company cu l ture es tabl ishes an organiza t ion 's

t rustwor th iness , in tegr i t y, and matur i t y in the industr y

landscape.

Simply put , cybersecur i t ycompl ianceand proact ive ambiva lence

is the organizat ional r i sk management method al igned wi th

predef ined secur i t y measures & contro ls on how conf iden t ia l i t y

i s ensured by i ts admin is t ra t ionalprocedures. Today, t rends in

dig i ta l technologyand in ternat ionalre la t ions have come together

to make the threat to cr i t ica l in f rast ruc ture not on ly more

common, bu t a lso poten t ia l lymore dangerousas wel l. Reshaping

the incent ives of an ent i re industr y may be di f f icu l t , but i t i s

poss ib le. We have the safety of our cr i t ica l in f ras t ructure as an

incent ive¤



Theworldwe live in today²the DigitalAge²is the

playground for the ongoing Fourth Industrial

Revolution. UnlikepreviousIndustrialRevolutions,

­IndustrialRevolution4.0®aims to improve and

transform every aspect of our daily life through

digital intervention. From creating new business

modelsandoptimizingvaluechainsto transforming

how customersinteractwith brandsandenhancing

customer experiences, digital technologies are

changingeverythingaroundus.

Growth of the Digital CustomerExperiencehas

begun a revolution in the way organizationsdo

business. Cloud-first andmobile-first technologyis

driving the modern businessera and uncovering

new threatsand securityconcernsfor businesses

who aim to transform. In today'sfast-paced,digital

world of cloudcomputing,mobileaccessibility,big

data, machine learning, artificial intelligenceand

mixedreality,securitycanno longeraffordto be in

a reactivestate, addressingnew threats as they

arise. Security of the future is transforming

alongside other business units creating agility

across organizationthat enables the innovation

neededto competein a digital marketplace.

Companies,startups, andenterprisesshouldfocus

on driving the Digital Revolution globally by

focusingon three key areasto enableInnovation

ThroughSecurity:

Delivera StableandPredictableCore: Thismeans

evolving traditionaldefense in depth controls by

centralizing,standardizing,andautomatingthemto

createa solidfoundationfor futuregrowth.

Modernize Security Capabilities: Cloud, mobile,

big data are just a few of the avenues for

innovation in today's business arena. Security

should be prepared to support these new

technologies.

Embed Security into Innovation: Preliminary

preparationwith a standardized,automatedcore

andmodernsecurityenvironmenthelpsyou define

whatDevSecOpsmeansfor yourorganizationand

givesyou the stabilityandtime neededto test and

invest in new technologies. Although gradual,

several industries have begun to adopt and

implementthese new-age technologiesto build a

strongfoundationfor increasingproductivitygains,

optimizing labor productivity, attracting future

investments,andspurringeconomicgrowth.

Innovationmandatesthat companiesre-evaluate

their businessmodels and operationsto identify

the newopportunitiesthat hold immensepotential.

Companiesmust understandthe nuancesof the

latest market/customer trends and customer

behavior/expectationsto unlockthe realvaluefrom

new frontiers and evaluatewhetherthey are risky

or beneficial.

The Digital Innovationcan only be a success if

companiesinvesttheir time andmoneyin creating

the right task force that can handle new-age

technologies. Modern technologieslike Big Data,

AI, ML, Cloud, and IoT require niche skills and

domainknowledge. Thus,companiesmust improve

their humanresourcepool through upskillingand

training programs. The goal is to instill a digital

mindset in professionalsthat encouragescross-

functional collaboration,flattens hierarchies,and

builds ecosystemsto foster new ideas. It is also

pivotal to developan integratedIT infrastructure

that can seamlesslyconnect both humans and

machines.

Near-termactions
Get up to speed. Most companies- even many

technologycompanies- lackinstitutionalfamiliarity

with themetaverse®sconcepts,which are evolving

quickly. Many may also lack the skills and

processesto truly understandandtrust their digital

transactionsand investments. Assignat least one

resourceor sourceof knowledge(suchasa group)

To understand key concepts such as

cryptocurrenciesand decentralizedautonomous

organizationsandtheir relevanceto your company,

andto followthemetaverseas it evolves.

Editorial by Kapil BAREJA, Global Technical Leader at Saviynt

Innovation Through Security
in the times of Digital Age
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by Kapil BAREJA>>

Kapil BAREJAis a GlobalTechnologyLeader

as part of the Digital and Governance

capability at Saviynt. Advises multiple

security startups on Product Strategy,

Alliances and Integrations and Sits on

multiple CustomerAdvisoryBoards helping

to improving digital and cybersecurityrisk

oversight. As a professional, he has

advised, managed, and delivered projects

related to innovation,enterprise resiliency

and Cloud security programs including

controls, enterprise-wide assessmentsand

audits, policy and technology reviews,

documentation and workflow/process

creation, architecture and implementation,

technology review, and organizationalcost

savings.

He is serving as co-chair with DevSecOps

working group with CloudSecurityAlliance,

Strategic Chair for Multi-Cloud working

group at Advanced Technology Academic

ResearchCenterand author,his works have

been published in industry leading and

award-winning publications, including

International Security Journal, Harvard

Business Review, InternationalAssociation

of Privacy Professionals, Security

Intelligenceand manyhigh audienceblogs.

Develop a strategy. Identify gaps to close and

long-term opportunities to build from the

metaverseand its key concepts, then work on

foundational measures. Many companies, for

example,will likely benefit from recruiting digital

native employees already at home with the

metaverse®skey concepts, as well as technical

measures such making services extensible,

developingplans for security and identity, and

publishing application programming interfaces

(APIs)to coresystemsso otherscanconnect.

Test the waters. Select a few opportunities

availablewithin themetaverse®sunderlyingtrends

today. Lower-risk use casesincludeselling digital

versionsof physicalgoods,offeringvirtualtours of

virtualproductsor facilities,and launchingNFTsto

enhance brand awareness and connections to

customers. Companiesmay also wish to consider

buying or leasing digital real estate for sales,

advertising and customer support. Digital real

estate is likely a higher-risk option, since no

individualdigital worlds haveyet provedthat they

will have lasting relevance, but it may be a

reasonablechoicefor somecompaniesto consider.

As Industriesand variouscompaniesgear up for

the Fourth Industrial Revolution, the digital

transformationwill requireenhancedcollaboration

among multiple stakeholders,from the country®s

academic wing to government institutions and

private companies. To spearhead the Digital

Innovation, companies must take a customer-

oriented approach,focus on agility, use data to

drive real-time decisions, and strengthen the

IT/Cybersecurity infrastructure. All this drives

maturityacrossfoundationalsecuritydomainsand

enforces tactical security controls to support the

neweraof modernbusiness. T̄hestakesfor cyber

securityareonlygetting higherasnewtechnology

makeswayfor newdigital threats.¯

Innovation is currently accelerating to

transform the Digital Economy, enhance

interoperability for cyber environments,

create digital identities that consumersand

organizationscan fully own, set new rules

for governance, create more immersive

digital experiences, and make these

experiencesmore persistent.
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D r. Diane M. Janosek , JD, CISSP, the USA
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Multipleawardwinnerfor leadershipandexpertisein cybersecurity. LeveragingbothherPhDandJuris

Doctorate,servesas seniorexecutivewith experienceat the NationalSecurityAgency(NSA),the

Pentagon,andtheWhiteHouse. Managinghundredsof personnelandmillionsof dollarsin resources.

Servedin avarietyof technology,compliance,legal,policyandexecutivemanagementpositionsacross

the USGovernment. Deepexpertisein cybersecurity,privacyandtechnology,informationsecurity,

governanceanddatapolicy,compliance,exportcontrol,defenseacquisition,inclusionanddiversity,

and resourcemanagement. LicensedProfessionalin Ethics and Compliance(LPEC)and CISSP.

Sought-afterspeakerandhasappearedextensivelyon televisionandradio,to includeNBCandCBS,

and is well publishedwith dozensof researcharticleshaveappearedin professionalandacademic

journals,andmagazines.

Awarded- 2022Womenin CybersecurityLeader,2021InternationalCybersecurityWomanLeaderof

theYear; 2021Womanto Watch; 2020CyberEducatorby WomenCyberjutsu; 2020Top100Women

in CybersecuritybyCyberDefenseMagazine; the2020CyberSecurityImpactAwardbyBusinessWire;

2020 CybHERWarrior Award,2019 CyberWarrior Womenof the Year Awardby Cybersecurity

Associationof Maryland; and2019Womenin CybersecurityAffiliateLeadershipAwardbyWiCyS.
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Currently,DeputyDirector,Compliance,NationalSecurityAgency. Formerlyservedas NSA

Commandant,NationalCryptologicUniversity(formerly NCS),deliveringofferings for the

nation®scivilian/militaryintelligenceglobal workforce in signals intelligence,cyber/network

security, cyber resilience,and encryption. She also taught at the National Intelligence

University. Earlieras Chiefof Staff,NSATechnologyDirectorate,Dianemanagedpersonnel,

providedguidancefor compliance/datagovernancereporting,andoversawauditsresponses.

In 2014-2015, whileservingas AssociateDirectorof Technologyfor InformationSecurityand

Deputy CISO for NSA, Diane proactively directed and managed information

security/protectionprogramsfor keyNSAsystems.

As part of executiveleadershippositions,sheservedin a varietyof legal,policy,compliance,

and technologypositions. Diane led legal/compliancereview of privacy controls of key

intelligenceprogramsas Chief Legal Officer, Privacyand Civil Liberties OversightBoard.

Servedas chiefethicsofficer& advocatefor declassificationof factson collectionprograms.

Previously,as NSADep AssocDir for Policy& Records,led export control,CFIUS,Foreign

MilitarySales,classification& cyberpolicy. SheensuredNSAcorporategovernance,assisted

w/enhancinginformation sharing/transparency& served as NSA®ssenior official to the

Pentagonon exportcontrol. Beforejoiningthe NSA,Dianewas Asst. to GeneralCounselof

the Navy,andservedas an attorneyat the WhiteHouseCounsel'sOffice. Sheis passionate

aboutgivingbackandnationalsecurity. Shehasdonatedover10,000hoursin mentoring.



Ta l e n t  S p o t l i g h t :  C y b e r  S e c u r i t y

Dr. Diane M Janosek , JD, CISSP, LPEC
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